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European foreword

This document (CEN/TS419221-1:2016) has been prepared by Technical Committee CEN/TC 224
“Personal identification and related personal devices with secure element, systems, operations and
privacy in a multi sectorial environment”, the secretariat of which is held by AFNOR.

This document supersedes CWA 14167-1:2003.

This document has been prepared under a mandate given to CEN by the European Commission and the
European Free Trade Association.

CEN/TS 419221, Protection Profiles for TSP cryptographic modules, is currently composed of the
following parts:

— Part 1: Overview;

— Part 2: Cryptographic module for CSP signing operations with backup;

— Part 3: Cryptographic module for CSP key generation services;

— Part 4: Cryptographic module for CSP signing operations without backup.

According to the CEN/CENELEC Internal Regulations, the national standards organisations of the
following countries are bound to announce this Technical Specification: Austria, Belgium, Bulgaria,
Croatia, Cyprus, Czech Republic, Denmark, Estonia, Finland, Former Yugoslav Republic of Macedonia,
France, Germany, Greece, Hungary, Iceland, Ireland, Italy, Latvia, Lithuania, Luxembourg, Malta,

Netherlands, Norway, Poland, Portugal, Romania, Slovakia, Slovenia, Spain, Sweden, Switzerland,
Turkey and the United Kingdom.
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Introduction

This multi-part standard specifies protection profiles for trust service provider cryptographic modules,
as per common criteria (ISO/IEC 15408 series). Target applications include signing by certification
service providers, as specified in Directive 1999/93, as well as supporting cryptographic services for
use by trust service providers.
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1 Scope

This Technical Specification provides an overview of the protection profiles specified in other parts of
CEN/TS 419221.

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and are
indispensable for its application. For dated references, only the edition cited applies. For undated
references, the latest edition of the referenced document (including any amendments) applies.

CEN/TS 419241, Security Requirements for Trustworthy Systems Supporting Server Signing

ISO/IEC 15408 (all parts)’, Information technology — Security techniques — Evaluation criteria for IT
security

3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

3.1
administrator
CSP user role that performs TOE initialization or other TOE administrative functions

Note 1 to entry:  These tasks are mapped to the Crypto-officer role of the TOE.

3.2

advanced electronic signature

electronic signature which meets the following requirements (defined in Directive 1999/93/EC [1],
Article 2.2):

a) itisuniquely linked to the signatory;
b) itis capable of identifying the signatory;
c) itiscreated using means that the signatory can maintain under his sole control, and

d) itis linked to the data to which it relates in such a manner that any subsequent change of the data
are detectable

3.3
authentication data
information used to verify the claimed identity of a user

1 The following are equivalent to the aforementioned ISO/IEC 15408 standards:

—  Common Criteria for Information Technology Security Evaluation, Part 1: Introduction and General Model; Version 3.1,
Revision 3. CCMB-2009-07-001, July 2009;

—  Common Criteria for Information Technology Security Evaluation, Part 2: Security Functional Components; Version 3.1,
Revision 3. CCMB-2009-07-002, July 2009;

—  Common Criteria for Information Technology Security Evaluation, Part 3: Security Assurance Components; Version 3.1,
Revision 3. CCMB-2009-07-003, July 2009.



