PD IEC TR 63069:2019

BSI Standards Publication

Industrial-process measurement,
control and automation - Framework
for functional safety and security

bsi.



PD IEC TR 63069:2019

PUBLISHED DOCUMENT

National foreword
This Published Document is the UK implementation of
[EC TR 63069:2019.

The UK participation in its preparation was entrusted to Technical
Committee GEL/65, Measurement and control.

A list of organizations represented on this committee can be obtained on
request to its secretary.

This publication does not purport to include all the necessary provisions
of a contract. Users are responsible for its correct application.

© The British Standards Institution 2019
Published by BSI Standards Limited 2019

ISBN 978 0 580 96625 5
ICS 33.160.30; 25.040.40; 13.110; 29.020

Compliance with a British Standard cannot confer immunity from
legal obligations.

This Published Document was published under the authority of the
Standards Policy and Strategy Committee on 30 June 2019.

Amendments/corrigenda issued since publication

Date Text affected




PD IEC TR 63069:2019

IEC TR 63069

Edition 1.0 2019-05

TECHNICAL
REPORT

colour
inside
Industrial-process measurement, control and automation — Framework for
functional safety and security
INTERNATIONAL
ELECTROTECHNICAL
COMMISSION
ICS 13.110; 25.040.40; 29.020 ISBN 978-2-8322-6925-1

Warning! Make sure that you obtained this publication from an authorized distributor.

® Registered trademark of the International Electrotechnical Commission



PD IEC TR 63069:2019

-2- IEC TR 63069:2019 © IEC 2019

CONTENTS
FOREWORD ...ttt et ettt et et e e et et ettt et e et et e et e et e e e et e e e anns 4
1N I 2 1 1 L N 1 ] PN 6
0.1 Purpose of this document ... ... 6
0.2 B aCK I OUNG ..o 6
0.3 Issues on the terminOlOgY ... i e 6
0.4 Target AUAIENCE ... 6
S T o] o 1 Y S 7
NOIMALIVE FEFEIENCES ... et 7
3  Terms, definitions, symbols, abbreviated terms and conventions ........................L 7
3.1 Terms and definitions defined for this document ... 7
3.2 AbDbreviated terMS ... 15
3.3 Explanation for common terms with different definitions ......................cooo 15
4  Context of security related to functional safety............ooo 20
4.1 Description of fUNCHIONS. .. ... e 20
4.2 SECUNTY BNVIFONMENT ...t e e e 20
LU T LT aTo T o1 L Tot] o] L= J00 PP 22
Life cycle recommendations for CoO-engineering .........ccoooviiiiiiiiiiiniiiei e 22
6.1 BN Al e 22
6.2 Managing security related safety aspects........cccooiiiiiiiiii 25
7 Risk assessment considerations ... .. ..o 25
7.1 Risk assessment at higher level...... ..o, 25
7.2 Trade-off @NalySis ..o 26
7.3 Considerations for threat-risk assessment <security> ............cc.cooiiiiiiiiiiiiiinen 26
7.3.1 LY o= = | P 26
7.3.2 Recommendations to the threat-risk assessment <security>.......................... 27
7.3.3 Considerations related to security countermeasures ............co.ccoiveiiiiiiniennnns 27
7.3.4 Vulnerabilities and examples of root causes ............coooviiiiiiiiiiiie, 27
7.4 Malevolent and unauthorized actions ... 27
7.4.1 GBNEIAl e 27
7.4.2 Reasonably foreseeable misuse (safety)......cccooeiiiiiiii 28
7.4.3 Prevention of malevolent and unauthorized actions (security)...........c...c...c.... 28
7.4.4 Combination of password protection measures ............cooovviiiiiiiiii i 28
8 Incident response readiness and incident handling .............coooiii i 28
8.1 LT a1 = PP 28
8.2 Incident response readiness ... i 28
8.3 INCIAENt NANAIING ..onei e 28
71 0] [T o = o1 2 1728 30
Figure 1 — Overview of functions of an TACS ... 20
Figure 2 — Safety domain and security dOmain...........cooiiiiiiiii i 21
Figure 3 — Security eNVIFONMENT ... e 21
Figure 4 — Safety and security interaction .............coooiiiiii 23

Figure 5 — Safety and security risk assessments as part of a risk assessment at higher
L PP 26



PD IEC TR 63069:2019

IEC TR 63069:2019 © IEC 2019 -3 -

Table 1 — Terms with multiple definitions ... 15
Table 2 — Recommended activities in life cycle stages ..o 24



PD IEC TR 63069:2019

-4 - IEC TR 63069:2019 © IEC 2019

INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL-PROCESS MEASUREMENT, CONTROL AND AUTOMATION -

1)

2)

3)

4)

5)

6)

7)

8)

9)

FRAMEWORK FOR FUNCTIONAL SAFETY AND SECURITY

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as "IEC
Publication(s)"). Their preparation is entrusted to technical committees; any IEC National Committee interested
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely
with the International Organization for Standardization (ISO) in accordance with conditions determined by
agreement between the two organizations.

The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in
the latter.

IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

All users should ensure that they have the latest edition of this publication.

No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

The main task of IEC technical committees is to prepare International Standards. However, a
technical committee may propose the publication of a Technical Report when it has collected
data of a different kind from that which is normally published as an International Standard, for
example "state of the art".

IEC TR 63069 has been prepared by IEC technical committee TC 65: Industrial-process
measurement, control and automation.

The text of this Technical Report is based on the following documents:

Draft DTR Report on voting
65/698/DTR 65/713A/RVDTR

Full information on the voting for the approval of this Technical Report can be found in the
report on voting indicated in the above table.

This document has been drafted in accordance with the ISO/IEC Directives, Part 2.
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The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under "http://webstore.iec.ch" in the data related to
the specific document. At this date, the document will be

e reconfirmed,

e withdrawn,

e replaced by a revised edition, or

e amended.

A bilingual version of this publication may be issued at a later date.

IMPORTANT - The 'colour inside’' logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct
understanding of its contents. Users should therefore print this document using a
colour printer.
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INTRODUCTION

0.1 Purpose of this document

Many sector specific guides, standards and technical specifications have been developed in
the fields of safety and security. However, a generic document for framework for safety and
security is largely expected by industry actors. Even the terms "safety" and "security" are
sometimes used for different meanings in these documents. As a result, it can be difficult to
apply them holistically at the same time to a manufacturing system.

0.2 Background

Security has become a new factor to be considered in system engineering. The parts of the
IEC 61508 series published in 2010 took into account that security can impact functional
safety.

In IEC TC 65 (Industrial-process measurement, control and automation), considerable
concerns arose with respect to the impacts of security incidents to safety functions in IACS
(industrial automation and control systems); many complex systems of that kind are becoming
connected systems (particularly by interaction based on wireless connectivity from
sensors/actuators to complete plants, grids, etc.) for maintenance and operations. The overall
question was: "How to design and manage safety and security — in cooperation, integrated, or
separate system?"

0.3 Issues on the terminology

Definitions of some terms, such as "safety", "security" and "risk", are sometimes different in
different documents. Although they are consistent in a set of documents in each area of safety
and security, they can be inconsistent when both standards are applied at the same time.
From these reasons, the terminology is carefully used in this document.

0.4 Target audience
The target audience of this document includes, but is not limited to,

— asset owners (including those responsible for concept and governance),

— system integrators (including those responsible for design and realisation),
— product suppliers (including those responsible for design and realisation),
— service providers (including operators and maintainers), and

— authorities (including those responsible for assessment and audit).
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INDUSTRIAL-PROCESS MEASUREMENT, CONTROL AND AUTOMATION -
FRAMEWORK FOR FUNCTIONAL SAFETY AND SECURITY

1 Scope

This document explains and provides guidance on the common application of IEC 61508 (all
parts) and IEC 62443 (all parts) in the area of industrial-process measurement, control and
automation.

This document can apply to other industrial sectors where IEC 61508 (all parts) and
IEC 62443 (all parts) are applied.

NOTE Usage or reference of this document for industry specific sector standards is encouraged.
2 Normative references

The following documents are referred to in the text in such a way that some or all of their
content constitutes requirements of this document. For dated references, only the edition
cited applies. For undated references, the latest edition of the referenced document (including
any amendments) applies.

IEC 61508 (all parts), Functional safety of electrical/electronic/programmable electronic
safety-related systems

IEC 62443 (all parts), Security for industrial automation and control systems

3 Terms, definitions, symbols, abbreviated terms and conventions

3.1 Terms and definitions defined for this document

For the purposes of this document, the following terms and definitions apply.

ISO and IEC maintain terminological databases for use in standardization at the following
addresses:

e |EC Electropedia: available at http://www.electropedia.org/

e |SO Online browsing platform: available at http://www.iso.org/obp

NOTE Within this document, new terms and definitions are created only if not provided by the IEC 61508 series or
the IEC 62443 series.

3.11

incident handling

actions of detecting, reporting, assessing, responding to, dealing with, and learning from
security incidents

[SOURCE: ISO/IEC 27035-1:2016, 3.6, modified — The words "information security incidents"
has been replaced by "security incidents".]

3.1.2

incident response

actions taken to mitigate or resolve a security incident, including those taken to protect and
restore the normal operational conditions of an IACS and the information stored in it

[SOURCE: ISO/IEC 27035-1:2016, 3.7, modified — The words "information security incident”
were replaced by "security incident", and "information system" was replaced by "IACS".]
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